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Navigating Cloud: Cost Headaches

UK tech based SMEs are increasingly turning to Cloud infrastructure to deliver services internally and for
customers. However, once operational usage begins, many are finding unexpected pitfalls. A recent study
by Six Degrees reveals that a staggering eight out of ten UK SMEs have faced unexpected costs or budget
overruns associated with Cloud usage. This problem is not merely a minor inconvenience but a significant
strategic vulnerability that threatens to undermine cashflow and constrain ambitions.

The root causes of these financial surprises are multifaceted, stemming from a combination of complex
pricing models, inefficient resource utilisation, hidden fees, and inadequate governance structures.
Simultaneously, though, innovative strategies are emerging to help businesses navigate these treacherous
waters, offering a beacon of hope for SMEs striving to harness the Cloud's full potential without breaking
the bank.

The Fog and Brickbats of Cloud Costs

¢ Pricing Models: At the heart of the fog of Cloud cost lies a labyrinth of pricing models that can befuddle
even the most astute financial minds. Cloud service providers offer a dizzying array of options and
complexities, from pay-as-you-go models to reserved instances and spot pricing. While this flexibility is
touted as a benefit, it often leads to confusion and miscalculation. Vince DelLuca, Chief Executive
Officer at Six Degrees, aptly notes, "If an organisation's case for public Cloud usage is based to any
degree on savings benefits, then those in charge are in for a shock”.

« Cost Dynamics: The complexity is exacerbated by the dynamic nature of Cloud usage. SMEs often
find themselves grappling with underutilised or idle resources, a silent drain on their budgets one
moment, only to find around the corner that the costs of actual usage accelerate much more quickly
than anticipated.

¢ Grey Charges: A significant contributor to unexpected operational costs is the often-overlooked realm
of secondary or grey charges, including data transfer, egress fees and API charges. While ingress
(uploading data to the Cloud) is typically free, moving data out of the Cloud or between regions can
incur substantial charges. API calls often come with costs that seem small on the price list but rapidly
become significant once the service is out of the lab and into Operations. These fees can catch
businesses off guard, especially those with data-intensive operations or complex multi-Cloud setups.

« Tensions Between the Main Providers: The competitive landscape among major Cloud providers
such as AWS, Microsoft Azure, and Google Cloud can also contribute to cost challenges. Each provider
offers unique pricing models, services, and incentives, making it difficult for SMEs to compare and
choose the best option. Additionally, switching between providers or adopting a multi-Cloud strategy can
introduce complexity and additional costs.
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Governance: The lack of robust purchasing and cost governance frameworks within SMEs further
compounds the issue. Many organisations lack clear policies on who can provision Cloud resources
and under what circumstances. This absence of control can lead to a free-for-all environment where
costs spiral out of control. The ease of spinning up new instances or services can lead to a proliferation
of unused or forgotten resources, each quietly accruing charges. This "Cloud sprawl" is a common
affliction, with many businesses unaware of the extent of their digital footprint.

Who Makes the Choices: Perhaps most critically, there is often a disconnect between the technical
teams implementing Cloud solutions, and the business teams with the operational and strategic
ambitions. This lack of alignment can result in Cloud architectures that are ill-suited to the organisation's
actual needs and intentions, leading to inefficiencies and unnecessary expenses, wrong choices and
costly re-engineering. The business plan should be the North Star guiding Cloud choices, yet all too
often, it is an afterthought in the rush to adopt new technologies and get stuff working.

Charting a Course Through Cloudy Waters

In response to these challenges, forward-thinking SMEs are developing innovative strategies to regain
control over their Cloud expenditures. These approaches not only aim to reduce costs but also to align
Cloud usage more closely with business objectives, ensuring that every spend is justifiable.

Multi-Cloud: One increasingly popular strategy is the adoption of a multi-Cloud approach. By
leveraging multiple Cloud providers, businesses can take advantage of each platform's
cost/performance strengths while mitigating the risks of vendor lock-in. This strategy allows for more
flexible pricing navigation and the ability to shift workloads to the most cost-effective provider. According
to a 2023 study, an astonishing 98% of enterprises either already use or intend to use services from a
minimum of two Cloud infrastructure providers.

FinOps: The rise of FinOps (Financial Operations) represents another significant shift in Cloud cost
management. FinOps is not just a set of tools but a cultural and operational change that brings together
finance, technology, and business teams to optimise Cloud spending. By implementing FinOps
practices, SMEs can gain real-time visibility into their Cloud costs, forecast future expenses more
accurately, and make data-driven decisions about resource allocation.

Workload Alignment: Workload alignment is emerging as a critical strategy for optimising Cloud costs.
This involves carefully analysing each application and workload to determine the most appropriate
Cloud environment. Some workloads may be better suited to private Cloud or even on-premises
infrastructure, while others may benefit from the scalability of public Cloud services. By aligning
workloads with the most cost-effective and performance-appropriate environments, SMEs can avoid
overpaying for unnecessary capacity or features.

Cost Models: The choice of cost models is also evolving, with businesses becoming more
sophisticated in their approach. Rather than defaulting to on-demand pricing, many SMEs are now
exploring reserved instances, savings plans, and spot instances to reduce costs. These models require
a deeper understanding of usage patterns and future needs but can result in significant savings when
applied judiciously.

Business Drivers not Technology: Increasingly, Cloud choices are being driven by comprehensive
business plans rather than technical considerations alone. This shift ensures that Cloud investments
are aligned with strategic objectives and can demonstrate clear return on investment. As DelLuca from
Six Degrees advises, "Set realistic goals and outcomes from the outset and play the long game to
maximise public Cloud adoption benefits".
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Outsourcing Non-core to Specialists: A growing number of SMEs are turning to independent
Managed Services Specialists to navigate the complexities of Cloud management. These experts bring
a wealth of experience and specialised tools to the table, helping businesses optimise their Cloud
environments without the need to build in-house expertise. This outsourcing approach can be
particularly beneficial for smaller organisations that lack the resources to maintain a dedicated Cloud
management team.

Audits & Reviews as a Routine: Finally, the implementation of routine audits and reviews is becoming
standard practice among Cloud-savvy SMEs. Regular assessments of Cloud usage, costs, and
performance help identify areas for optimisation and ensure that Cloud strategies remain aligned with
business objectives as they evolve and before they arrive.

The Economics of Cloud Efficiency

The economic implications of effective Cloud cost management extend far beyond simple cost reduction.
By optimising Cloud expenditure, SMEs can free up resources for innovation and growth, potentially
transforming their competitive position in the market. Moreover, the discipline required to manage Cloud
costs often leads to improved operational efficiency across the organisation.

However, the journey to Cloud cost optimisation is not without its challenges. The rapid pace of
technological change means that best practices are constantly evolving, requiring businesses to remain
agile and informed. Additionally, the shift towards more sophisticated Cloud management strategies often
requires upfront investment in tools, training, and potentially external expertise.

Despite these hurdles, the potential benefits are substantial. A well-managed, cost effective Cloud
infrastructure can provide SMEs with the scalability and flexibility needed to compete in an increasingly
digital marketplace, without the burden of unpredictable and escalating costs.

The Road Ahead

As Cloud adoption continues to accelerate among UK SMEs, the ability to effectively manage Cloud costs
will become a key differentiator between successful and struggling businesses. The companies that master
this discipline will be better positioned to innovate, scale, and respond to market changes without being
hampered by unexpected financial burdens.

Looking forward, several trends are likely to shape the future of Cloud cost management for SMEs:

Monitoring and Anticipating: While there’s no doubt that Al-powered tools will play an increasingly
important role in predicting Cloud usage patterns and automating cost-saving measures, this is not yet
much of a reality. Best practice techniques of monitoring and anticipation can and must be deployed
today to ensure that capacity and architecture keep pace with the direction of operations and, avoid
catastrophic service costs and performance ceilings.

Edge Computing: The rise of edge computing will add new complexity to Cloud cost management,
requiring strategies that encompass a more distributed infrastructure landscape.

Sustainability Considerations: As environmental concerns grow, the energy efficiency of cloud
usage will become a more significant factor in cost calculations and provider selection.

Regulatory Changes: Evolving data protection and sovereignty regulations may impact where and
how data can be stored, potentially affecting Cloud costs and strategies.
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Open Source and Alternative Providers: The growth of open-source Cloud technologies and
alternative providers may offer new avenues for cost optimisation and reduce dependency on major
Cloud vendors.

Conclusions

While the Cloud continues to offer tremendous potential for UK SMEs and be the obvious choice for them,
realising its benefits requires a sophisticated approach to cost management. By adopting innovative
strategies and remaining vigilant, businesses can navigate the complexities of Cloud economics and turn
potential pitfalls into competitive advantages.

As the Cloud landscape evolves, so too must the strategies employed by SMEs. The most successful
organisations will be those that view Cloud cost management not as a one-time exercise but as an ongoing
process of optimisation and alignment with business goals. In this way, the Cloud can truly become a
catalyst for growth and innovation, rather than a source of financial uncertainty.

The journey to Cloud cost efficiency is not an easy one, but for UK SMEs willing to invest the time and
resources, the rewards can be substantial. As they say in nautical circles, smooth seas do not make skilful
sailors. In navigating the sometimes turbulent waters of Cloud economics, UK SMEs have the opportunity
to develop capabilities that will serve them well in an increasingly digital future.
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